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Date: 14-03-2026 

Summary: 

Recent threat intelligence indicates the emergence of a destructive cyber campaign identified 

as Snowdrop Wiper, which has been observed targeting organizations within the United Arab 

Emirates (UAE). The activity has been associated with threat actors believed to be linked to 

Iranian operations and is considered a high-severity threat due to its destructive capabilities. 

The campaign utilizes a wiper-type malware designed to disrupt systems by permanently 

deleting or corrupting critical data, potentially rendering affected systems inoperable and 

causing significant operational disruption. 

The indicators associated with this campaign suggest a focused targeting of regional entities, 

with the objective of causing large-scale service disruption and damaging critical 

infrastructure. Due to the destructive nature of wiper malware, successful compromise could 

lead to data loss, system downtime, and operational impact across affected environments. 

The activity is assessed as part of a broader cyber operation linked to ongoing geopolitical 

tensions in the region. 

Target: 

Applicable to all users. 

Mitigation Recommendations: 

Recommended to block all the IOCs mentioned in the attached excel sheet. 


